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■ THE  FOLLOWING  MATERIAL  IS  FOR  TECHNICAL 
REFERENCE 
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The  Federal  Bureau  of  Investigation, 


■ The  course  organization  is  as  follows: 


- Antennas  and  Antenna  Sectors 

b3 

b7E 

- Cellular  Network  Architecture 

- Frequency  Bands  and  the  Cellular  Air  Interface 

CK 

in 

CM 

O 

- Introduction  to 

Cl 
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- Introduction  to  1 

o 
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- Introduction  to[ 
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- Reference  materials 

- Course  exam 


During  the  early  days  of  mobile  communications,  systems  used  high  powered 

tower  might  service  an  entire  city.  This  proved  to  be  very  inefficient  use  of  the  radio 
frequencies  available.  For  instance,  during  the  1970s  the  entire  mobile  phone 


system  in  New  York  City  could  handle  only  twelve  simultaneous  calls. 

£ 


During  the  early  80’s,  the  FCC  made  additional  frequencies  available  for 
use  in  mobile  communications.  It  was  after  this  addition  that  the  cellular 
systems  began  to  come  into  being.  A cellular  system  uses  shorter  towers 
spaced  closer  together  and  lower  powered  equipment. 


Cell  site  is  also  known  as 
a Base  Transceiver 
Station,  or  BTS. 


Most  Cell  Sites  transmit  in 
three  equal  sectors  from 
the  tower.  Each  sector 
can  send  different 
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The  cell  sectors  of  a tower  are  ^ 

numbered  sequentially,  ^ 

usually  with  the  designators: 
Alpha,  Beta,  and  Gamma.  ? 

The  Alpha  sector  usually  ^ 

faces  North.  Sometimes,  the 
service  provider  uses  other 
means,  such  as  1,2,3,  or 
a,b,c.  to  identify  sectors. 

Each  Tower  site  will  have  a 
unique  number  identifier  in 
the  system.— 


io 


The  benefit  of  having 
multiple  low  powered 

same  RF  channel  to 
be  reused  over  a 
relatively  short 
distance.  This 
increases  the  number 
of  users  that  the 
system  can  process. 


^ - Same  RF  channel 
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Cell  sites  are  not 
always  evenly  ^ 
distributed. 

Service  providers 
have  to  account  for 
the  topography  of 
the  area,  as  well 
as  high  usage 
areas,  such  as 
urban  areas  or 
^ong 

expressways. 
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Cell  Tower 


45  Degrees 


Service  providers 
can  arrange  their 
systems  any  way 
they  choose.  Some 
systems  have  the 
Alpha  tower  face 


pointing  Northward, 
while  others  may 
rotate  their  antennas 
away  from  true 
l^oftrr 


IS 
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A typical  three  sector  tower 
antenna  arrangement 

If  the  Beta  and  Gamma  sectors 
seem  reversed  in  the  photo, 
remember  that  you  are  looking 
up  at  the  tower  from  below. 

Cell  maps  are  drawn  as  if  you 
are  looking  at  the  towers  from 
above 
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When  observing  towers  that  just  have  antennas  on  the  tips  of  the  triangle  pay  close 
attention  to  which  direction  the  broader  side  of  the  panel  is  facing.  This  is  the 
direction  indicator  for  the  sector. 
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Cell  tower  efa 


Panel  antennas  on 


roofs  are  common 
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With  strict  zoning  laws, 
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Cell  towers  blanket  an  area 
of  coverage.  Each  tower  is 
equipped  with  a base  station 
transceiver.  Multiple  towers 
connect  to  a Base  Station 
Controller.  This  link  may 
consists  of  a hardwire 
connection  or  by  microwave. 


u 

a 
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Multiple  Base 
Station  controllers 
connect  to  the 
Mobile  Switching 
Center  (MSC)  (also 
referred  to  as  a 
Mobile  Telephone 
Switching  Office, 
MTSO).  The  MSC 
controls  the  call 
traffic  in  the  system. 
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When  a Mobile  Station  (ceil  phone)  powers  on  and  otf,  it  sends  a message  to 
the  system  with  it’s  identity  and  parameters.  This  is  called  a registration.  The 
information  is  recorded  in  the  HLR.  The  handset  repeats  sending  a registration 
message  periodically  as  determined  by  the  network. 


the  Home  Location 
Register,  (HLR)  and  the 
Visitor  Location 
Register  (VLR).  (HLR  is 
a separate  entity  and  is 
not  part  of  the  MSC 


however  the  VLR  is 
often  integrated  into  the 
MSC.)  Each  time  a call 
is  placed,  the 
subscriber  record  is 
checked  to  see  that  the 
subscriber  requesting 


service  has  a valid 
account  and  the 
prescribed  service 
features  are  made 
available  to  them. 
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The  MSC  provides 
connectivity  to  the 
Public  Switched 
Telephone  Network 
(Landline  phones),  as 
well  as  connectivity  to 
data  services  such  as 
web,  email,  and 
multimedia  for  people 
with  high  speed  data 
capable  phones  or 
cellular  data  cards. 
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■ Once  a call  is  placed 

or  received,  the 
cellular  user 
communicates  with 
their  service  k, 

provider’s  closest  cell  | 
tower 

■ As  the  user  moves 
geographically, 
“handoffs”  will  occur 
between  cell  towers 
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Communication  between  the  mobiles  and  the  network  occur  in 
two  frequency  bands  in  the  United  States,  (800  & 1900MHz).* 
Overseas  networks  operate  in  the  900  & 1800MHz  bands. 


Cellular  Spectrum  Allocations  in  North  America 


824  MHz  835  845  849  870  880  890  894 


Personal  Communications  System  (PCS)  Spectrum  Aliocations  in  North  America 


I 

unlic. 

A 

D 

B 

E F 

C 

data 

voice 

A 

D 

B 

E F 

C 

I 15  MHz  5 15  5 5 15  \ \ 15  5 15  5 5 15  \ 

1850  1910  1930  1990 

MHz  MHz  MHz  MHz 


30 


CEL4/OT0  0Z4419 


Freauenclrll^ 


Cellular  Spectrum 


z 849 

esmr,  eto.jl  ; 
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The  800  MHz  Cellular  band 
has  two  sections,  small  “a” 
and  small  “b”.  These  were 
the  original  cellular 
frequencies. 


PCS  Spectrum 


15  MHz  5 15  5 5 15  unlic.unlio.  15  5 15  5 5 15 

data  voice 

1 850  4MO  1^930 4S 

MHz  MHz  MHz  M 


into  six  bands,  large  A-F. 
Bands  A-C  are  15  MHz 
wide,  D-F  are  5 MHz  wide. 

Ownership  of  these  blocks 

provider  might  operate  in 
“b”  in  one  market  and  “C”  in 
another. 
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Cellular  Spectrum 
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in  both  the  cellular  and 
PCS  bands  correspond  to 
the  reverse  channels 
transnnitted  by  the  cell 


Reverse  Channels 


Forward  Channels 


r 


phone  to  the  tower.  The 
upper  regions  correspond 
to  the  frequencies 
transmitted  by  the  towers  1 
the  phones 
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To:  Operational  Technology  From:  Operational  Technology 

-Re:  268-HQ-1068430,  03/07/2007 


LEAD(s)  : 

Set  Lead  1;  (Info) 

OPERATIONAL  TECHNOLOGY 
AT  OUANTICO.  VA 


Read  and  clear. 


CC: 

QT-ERF 

QT-ERF 

c 

)T-ERF-E  ' Yiic. 

)T-ERF-E 

QT-ERF-E 

QT-ERF 

♦♦ 


Case  ID  #:  268-HQ-1068430 
Title: 


Synopsis:  To  report  details  of  travel  to  Atlanta,  Georgia  from 

05/28/2007  - 05/31/2007. 
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The  Federal  Bureau  of  Investigation  (FBI)  requires  that  contractors  shall  not  divulge, 
publish,  or  disclose  information  or  produce  material  acquired  as  or  derived  from  the 
performance  of  their  duties.  For  purposes  of  this  clause,  "Information*'  shall  include  but 
not  limited  to:  In  any  media  or  all  media  including  on  the  Web  or  Websites;  publications, 
studies,  books,  thesis,  photographs,  press  releases  describing  any  part  of  the  subject  matter 
of  this  contract  or  any  phrase  of  any  program  hereunder,  except  to  the  extent  such  is: 

(i)  Already  known  to  the  contractor  prior  to  the  commencement  of  the  contract 

(ii)  Required  by  law,  regulation,,  subpoena  or  government  or  judicial  order  to  be 
disclosed,  including  the  Freedom  of  Information  Act. 

No  release  of  information  shall  be  made  without  the  prior  written  consent  of  the  Office  of 
Public  Affairs  and  the  Contracting  Officer.  The  contractor  and  the  author  are  warned  that 
disclosure  is  not  without  potential  consequences.  The  FBI  will  make  every  effort  to  review 
proposed  publication  in  a timely  manner  to  accommodate  theses  and  other  publications. 
Where  appropriate,  in  accordance  with  established  academic  publishing  practices,  the  FBI 
reserves  the  right  to  author/coauthor  any  publication  derived  from  this  contract.  These 
obligations  do  not  ease  upon  the  completion  of  the  contract. 
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